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Legacy-HACTNOMKM ynHanvupoBanvd Windows

=] PegakTop nokankHoR rpyNNoEC NoANTIKN -
Qaiin  [Jedcteme  Bug  Cnpaska

a7 F =

(=] Monutuka "NokansHelii komnboTep” A || Monuruka Mapametp BesenacHecTy
v % ISQHEJHrypauMR KomneraTepa [2s) AyauT BXOA3 B CKCTEMY Yenex, Otkas
CHUIYpaUna nporpamm
i j K0H$ugga:un ‘u".F":i'ndF:}ws g AyauT aoctyna K oBuekTam Hert ayauta
> [ Monwrica paspetuicsms maes s AyamuT aoctyna K cnyxBe katanoroe Hert ayauta
< 2] Ay AMT MIMEHEHMA NOANTHKK ¥enex, Otkas
=] Cuenapun (3amyck/3aBepLUeHnE] .
- 25| Ay AT MCNOABICEAHWA NPUEMNENMI Het ayauta
. “ i Mapamerpel BezonacHocTy [2s) Ay AMT OTCNERWBAHWA NPOLECCOB Yenex, Oteas
g p e d It . I I I S C 5 [ MonnTiikn yueTHsix sanuceil [2s) AyauT cucTemMHbBl: coBrITHIA Hert ayauta
~ [ 4 Mokaneneie nomumim 2| AyanT cobeimuil Bxoaa B cUCTEMY Yenex, Otkas
1 MonuTuka ayauTa 2] Ay AT YNPABNEHWA YHETHBIMKM 3aNWCAMK Yenex, Otkaz

» [[4 Haswauenwe npas nonesosartens
>[4 Mapamerpel GesonacHocTn
» || Monutop Bpangmayspa 3awmrHika Windows B pesume noBeIlLEHHDE BesonacHocTi
[ TloAWTUEM ANCNETYERE CNMCKS CETER
| MeanTen oTkpeToro KoYa
] MonuTHKK OrpaHNYEHHOr0 MCNONE30EAHNA NPOrPanMm
] ToAUTHEM yNpaBAEHHA NPUAGHKEHHAME

WO W W

g MoawTuik [P-BesonacHocty Ha "flokaneHblf KomMneroTep”
» || Kondurypauma paclumpeHHoii NoANTHKN 3y auTa
>l Qo5 Ha ocHose noauTHKK

> | AAMWHWCTPATHEHEIE LWIABNOHE "]
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PacilivpeHHbIe HACTRNOURU RYDHANUNOBaAHUA

gpedit.msc
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=] Peaaktop nokansHoi rpynnoeoi noATIKK
Qain  [Jdeiictene  Bua  Cnpaska

o525 = HE

_“g MonuTtuka ayguTa

» [[4 Hasnauenwe npae nonesoeatens

» [[4 Mapamerpel BesonacHocTn
» || Monutop Bpangmayzpa 3awmtHnka Windows B pesxume noseileHHoi BesonacHooT
] Meautukn gucneTyepa cnucka cerei
[ MeauTikn oTKpeToro KIKYE
[ MenuTHKM orpaHUYEHHOND MCNOAEZ0EHMA NPOTPAMIM
[ MeauTien ynpaeneHdna NpuacHKeHnamm
g Moawtuen IP-GesonacHocTw Ha "flokaneHeIA KomnstoTeER"

L

] KoHdwurypauma paclumpeHHoi NoavTHEN ayanTa

A 1,2 Monantien ayauTa cuctemel - OBBEKT NOKANEHOR TPYNNOBCA NOAUTHEN
» :f] Bxoa yyeTHoi zanuck
> ;d ¥npaeneHne yYETHBIMK 33NNCAMKN
» jf] MogpobHoe oTonEXMEAHUE

Hoctyn k cnyxbBe katanoroe (DS)

Bxoa/Beixog

Hoctyn k obbexTam

MamMeHEHNE NOANTHKN

WOW W W W

WMcnonssoeanne npuennerni

Cncrema
> ._=.E| AyauT goctyna Kk rnobansHeiM obbexkTam
> ulll QoS Ha ocHoBE NoAWTMKK

Moakateropua

[5ie] AyAMT NPOBEPKN YUETHBIX A3HHBL

555 AyawT cny#cfibl npoBepkn nognuHHocT Kerberos
515 AyanT onepauwi ¢ Bunetamm cnyxben Kerberos
555 Ayt apyrx coBbiThii BXoa YHETHB 3anMcei

CoBeiTua ayaw
He HacTpoeno
He HacTpoeno
He HacTpoeHo
He HacTpoeno




[ne Haxoautcd KypHan coobiTun Windows

%SystemRoot%/System32/Winevt/Logs

» 3107 komnetoTep » flokansHeld guck (C) » Windows » System32 » winevt > Logs
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top

DEBI

BEKTI
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man

{2] Application.evtx

HardwareEvents.evix

Intel-GFX-Info%edApplication.evix

Intel-GFX-Info%45ystem.evix

Internet Explorer.evt:

Key Management Service.evix

Microsoft-AppV-Client3%4Admin.evix
Microsoft-AppV-Client%:40perational.evtx
Microsoft-AppV-Client?:4Virtual Applications.evtx
Microsoft-Client-License-Flexible-Platform fe4Admin.evtx
Microsoft-Client-Licensing-Platform%4Admin.evt:

Microsoft-User Experience Virtualization-Agent Driver¥4Operational.evt:
Microsoft-User Experience Virtualization-App Agent%40perational.evix
Microsoft-User Experience Virtualization-IPC%40perational evtx
Microsoft-User Experience Virtualization-S0M Uploader?s40perational.evtx
Microsoft-Windows-AAD%40perational evix
Microsoft-Windows-Allloyn %40perational evix
Microsoft-Windows-All-User-Install- Agent %4 Admin.evtx
Microsoft-Windows-AppHost %4 Admin.evtx
Microsoft-Windows-ApplD%40perational .evix
Microsoft-Windows-ApplicabilityEngine %40 perational evix
Microsoft-Windows-Application Server-Applications%4Admin.evix
Microsoft-Windows-Application Server-Applications%40perational evtx
Microsoft-Windows-Application-Experience¥4Program- Compatibility-A...

Bl Microenft-Windows- Annlicatinn-Fynerience%4Proararm-Comnatibilibe-Tr.

Jara uzmeHeHnA

31.01.2023 10:43

Twun

HKypran coberrnii
Kypran cobermni
Kypran cobermni
KypHan coBermnii
Kypran coBermuii
Kypran cobermnii
HKypran cobeimnid
HKypran cobermnii
Kypran cobermni
Kypran cobermni
KypHan coBermnii
Kypran coBermuii
Kypran cobermnii
HKypran cobeimnid
HKypran cobermnii
Kypran cobermni
Kypran cobermni
KypHan coBermnii
KypHan coBermui
Kypran cobermnii
HKypran cobeimnid
HKypran cobeimnii
Kypran coberrni
Kypran cobermni

HunHan cofikmai

Pazmep

19524 Kb
B3 KB
B3 KB
B3 KB
63 KB
63 KB
62 KB
68 KB
B3 KB
B3 KB

1028 Kb
63 KB
63 KB
62 KB
68 KB

1028 Kb
B3 KB
B3 KB
63 KB
63 KB
62 KB
68 KB
B3 KB
B3 KB
AR KR




fipocmoTp :KYypHaNa

eventvwr.msc
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MpocmoTp coBeimui

ailn  Jdedcteme  Buwa  Cnpaeka
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MpocmoTp cobeimui (TokaneHend)
» _—# HacTpaneaemble NpedcTaBEHIA
v —i:- Hyprane Windows

| Mpunoxenne

E| BesonacHocTe

] Yeranoeka

| Cucrema

]| Mepenanpaenentbie coBbimia
> I HKypHane npuacxeHni v cnyxg
» _g CoxpaHeHHbIE #ypHanbl
_;_-'1 Mognwnckn

bezonacHocTe

YpoBeHe

‘a“ CeegeHunA
‘QQ CeeaeHuA
QQ CeegeHun
"7{‘ CeegeHunA
‘QQ CeeaeHuA
'ﬂ\\‘ CeegeHun
"7{‘ CeegeHunA
QQ CeegeHun
'ﬂ\\‘ CeegeHun
‘QQ CeeaeHuA
QQ CeegeHunA

CoBerruit: 16 739 (1) EcTe HoBbIE cOBBITUA

Jata v epemn

01.02.2023 9:48:17
01.02.2023 9:48:13
01.02.2023 9:48:12
01.02.2023 9:48:12
01.02.2023 9:47:59
01.02.2023 9:47:59
01.02.2023 9:47:56
01.02.2023 9:47:55
01.02.2023 9:47:55
01.02.2023 9:47:55
01.02.2023 9:47:54

MecTouHuE

Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.

Ko..

4689
4703
4703
4688
4689
4689
4689
4703
4703
4688
4688

KETEFDPHR 334K

Process Termination

Token Right Adjusted Events
Token Right Adjusted Events
Process Creation

Process Termination

Process Termination

Process Termination

Token Right Adjusted Events
Token Right Adjusted Events
Process Creation

Process Creation

CoBermme 4689, Microsoft Windows security auditing.

OBuwme MogpoBHocTr

BbinonHeH Bblxog W3 NpoUecca.
CybnexT:
1] BesonacHocTy: ECHELOM\s.kamenski
Mra yyeTHoR 2anmce: s.kamenskij
fomed yUeTHOR 3anncu: ECHELOM
Koa sxoaa: D 7A3IF3F
CEEAEHNA O NpOLEecCe:
MaeHtudmreatop npouecca: Ox2dc
Mma npouecca:  CS\Windows' System32\mmc.exe
CocToRHWE BhIXOAE: O
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[ne Haxoautcd Kypuan coobiTun Windows

» 3toT komnetotep » flokanedeld guek (C:) » Windows » System3d » winevt » Logs

= XKypHan cobbiTnn

npeactaBaaeT cobomn
Habop ¢annos B
dopmate EVTX,
XPaHALWMXCA B
CMCTEMHOMN NankKe

%SystemRoot%/Syste
m32/Winevt/Logs

% % %

praat

top

@EBI

BERTI

cr (€

-
Mran

g Application.evhx

@ HardwareEvents.evtx

4] Intel-GFX-Info%4Application.evt

2] Intel-GFX-Info%4System. evix

14! Internet Explorer.evix

12! Key Management Service.evtx

2] Microsoft-AppV-Client3%4Admin.evtx

g Microsoft-AppV-Client240perational.evix

@ Microsoft-AppV-Client224Virtual Applications.evtx

@ Microsoft-Client-License-Flexible-Platform %4 Admin. evtx

2] Microsoft-Client-Licensing-Platform %4 Admin.evix

2] Microsoft-User Experience Virtualization-Agent Driver%40perational.evix
12 Microsoft-User Experience Virtualization-App Agent %40 perational.evtx
2] Microsoft-User Experience Virtualization-IPC %40 perational.evix

g Microsoft-User Experience Virtualization-50M Uploader2:40perational.evix
@ Microsoft-Windows-AAD%40perational.evtx

@ Microsoft-Windows-Allloyn%40perational.evtx

4] Microsoft-Windows-All-User-Install- Agent %4 Admin.evix

12 Microsoft-Windows-AppHost%4Admin.evt:

12 Microsoft-Windows-ApplD%40perational.evtx

2] Microsoft-Windows-ApplicabilityEngine3:40perational.evtx

2] Microsoft-Windows-Application Server-Applications¥%4Admin.evx

@ Microsoft-Windows-Application Server-Applications %40perational evix
@ Micrasoft-Windows-Application-Experience¥4Program-Compatibility-A...
£ Microsoft-Windows-Annlication-Fxnerience%4Proaram-Comnatibiline-Tr...

[arta nzmeHeHuAa

31.01.2023 10:43
29.09.2022 11:32
30.12.2022 10:33
23.01.2023 1418
29.09.2022 11:32
29.09.2022 11:32
13.10.2022 18:534
13.10.2022 18:34
13.10.2022 18:34
29.09.2022 11:39
24.01.2023 13:01
13.10.2022 18:54
13.10.2022 18:54
13.10.2022 18:534
13.10.2022 18:34
24.01.2023 11:06
13.10.2022 18:34
13.10.2022 18:534
13.10.2022 18:534
13.10.2022 18:54
13.10.2022 18:534
13.10.2022 18:34
13.10.2022 18:34
24.01.2023 15:44
29.M9.2022 11:57

Tun

Kypran cobermuii
Kypran cobermui
Kypran cobemui
KypHan cobemui
KypHan cobemui
Kypran cobermui
KypHan coBeimuid
Kypran cobemuii
Kypran cobermui
Kypran cobemui
KypHan cobemui
KypHan cobemui
Kypran cobermui
KypHan coBeimuid
Kypran cobemuii
Kypran cobermui
Kypran cobemui
KypHan cobemui
KypHan cobemui
Kypran cobermui
KypHan coBeimuid
Hypran coBeimuii
Kypran cobermui
Kypran cobemui

HunHan cofikmai

Pazmep

19324 Kb
63 Kb
62 Kb
B2 KB
68 Kb
68 Kb
68 KB
68 Kb
63 Kb
62 Kb

1028 Kb
68 Kb
68 Kb
68 KB
68 Kb

1028 Kb
62 Kb
B2 KB
B3 KB
68 Kb
68 KB
68 Kb
63 Kb
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KaK NoONHOCTLIO BbIKNIOYUUTD
RYPHanupoBanue cobbiTK B Windows 102

TeopeTnyeckn cneayrolan KomaHaa A0/1KHa 3TO AenaThb:

auditpol /set /category:* /success:disable /failure:disable

HO NPaKTUYECKU MONHOCTbIO OTKAOUYMUTD }KYPHANMPOBaHUE
HEBO3MOXHO.

https://community.spiceworks.com/topic/2179006-how-to-
permanently-disable-auditing-in-windows-10
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KaTeropvu perucTpauuvm cooniTUN

= Account Logon jj Bxoa yuyerHon 3anucu

= Account Management _,:ﬁ YnpaeneHue y4yeTHbIMU 3anucamm
" Detailed Tracking i MoapobHoe oTcnexmnsaHve

= DS Access :E] Aocryn k chyxbe karanoroe (DS)
» Logon/Logoff 4 Bxoa/ebixoa

= Object Access &= Aocryn k obbekTam

" Policy Change 5 W3ameHeHve noauTvku

" Privilege Use 5 Wcnonb3oeaHue npusmervii

= System :& Cucrema

= Global Object Access Auditing 58 Ayaut aoctyna K rio6anbHbiM o6bekTam
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CTRYKRTYNA coObLITHA (1)

<Event
xmlns="http://schemas.microsoft.com/win/2004/08/events/event">

<System>
<Provider Name="" Guid="" />
<EventID></EventID>
<Version></Version>
<Level></Level>
<Task></Task>
<Opcode></Opcode>
<Keywords></Keywords>
<TimeCreated SystemTime="" />

uc-echelon.ru




CTpyKRTYNA cobbLITHA (2)

<EventRecord|D></EventRecordID>
<Correlation />
<Execution ProcessID="" ThreadID="" />
<Channel> </Channel>
<Computer> </Computer>
<Security />

</System>

<EventData>
<Data Name=""> </Data>

</EventData>

</Event>

uc-echelon.ru




CTRYKRTYPA cobbITUA (3)

<System>: CoepuT CMUCOK 3/1EMEHTOB, 3aJaHHbIX B
cxeme.

System

Eventdata

<EventData>: CoaepKuT pas/InyHble 3/IEMEHTbI
<Data></Data>, KoTopble onpeaenstoT cneunduyeckme
Ans cobbiTMA nona.

uc-echelon.ru
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= <Provider /> conepxuT
MHpopmaumnio oo
NCTOYHUKE, KOTOPbIN
coobwmn o cobbiTNMU
6e3onacHocTn. Cekuums
COAEepPXKUT ABa
napameTpa Name u
GUID.

" CNUCOK nNpoBanaepos

MOXHO NMNONIYHYUTb C
NMOMOLLUBKO KOMaHAbI

logman query providers
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" <EventID></EventID> coaepUT naeHTUMdUKaTop cobbITUA.

= <Version></Version> cogep>KUT Homep Bepcumn cobbiTna. Ecam
cxema cobbiTnA n3MmeHsieTcsa, TO NOBbILAETCA BEPCMA cobbITUS.

uc-echelon.ru




Level

" <|Level></Level> cekuuna coaepxnT Koa NnpuopuTeTa cobbITUA

Verbose 5 [JeTtanbHaa nHpopmaumna o cobbITUM ANA TPACCUPOBKM.
Informational Onnn 4 NHdopmaymoHHoe cooblieHne, Hanpumep, 3arpy3ka DLL
Warning 3 MNpeaynpexxgeHune
Error 2 OwnbKa
Critical 1 Kputnueckaa owmnbKa, BeayLLan K OCTaHOBY CUCTEMbI

uc-echelon.ru




IaSK CATEGORY SUBCATEGORY DECIMAL  HEX CATEGORY SUBRCATRGONY DELIWAL _ Hex

2 De File S :
System Security State Change 12288 0x3000 ssrses bissiin Ll i
Security S e > Removable Storage 12812 0x320C
curity System Extension 12289 0x3001 C | Policy Staging 1201 0x320D
System Integrity 12290 0x3002 Priviloge Use Sensitive Privilege Use 13056 0x3300
IPsec Driver 12291 0x3003 Non Sensitive Privilege Use 13057 0x3301
] <Ta S k >S<L / Ta S k > Other System Events 12202 0x3004 Other Prvilege Use Events 13058 0x3302
Logon/Logoff Logon 12544 0x3100 Detailod Tracking  Process Creation 13312 0x3400
Process Termination 13313 0x3401
Logoff 12545 0x3101
Cop'e p)-K NT DPAPI Activity 1331 0x3402
o Account Lockout 12546 0x3102 APC Evonts — 0x3403
ple Cﬂ T M L‘I H b I M IPsec Main Mode 12547 0x3103 Plug and Play Events 13316 0x3404
Special Logon 12548 0x3104 Token Right Adjusted Events 13317 0x3405
IPsec Extended Mode 12549 0x3105 Policy Change Audit Policy Change 13568 0x3500
KOA KaTero p 217 IPsec Quick Mode 12550 0x3106 A YOTR IO Cnge s
Authorization Policy Change 13570 0x3502
Other Logon/Logoff Events 12551 0x3107
CO bITM ﬂ . MPSSVC Rule-Level Policy Change 1351 0x3503
Network Policy Server 12552 0x3108 Filtering Platform Policy Change 13572 0x3504
d M t M User/Device Claims 12553 0x3109 Other Pokcy Change Events 13573 0x3505
a u I I n g Group Membership 12554 0x310A Account User Account Management 13824 0x3600
Management & ZEaS -
b Object Access File System 12800 0x3200 Computer Account Management 13825 036N
- 1
S U C a t e g O ry ) . Registry 12801 0x3201 ey = sl
K {Obi Distribution Group Management 13827 0x3603
S e 2R om Application Group Managoment 88 0604
SAM 12803 0x3203 Other Account Management Events 13829 0x3605
Other Object Access Events 12804 0x3204 DS Access Directory Service Access 14080 0x3200
Certification Services 12805 0x3205 Diractory Service Changes 108t o o
Application Generated 12806 0x3206 Disectory Service Replication Le kb
. , Detalled Directory Service Replication 14083 0x3703
Handle Manipulation 12807 0x3207
: _Accountlogon __ Credential Valdation _ W16 0800
File Share %8 ene Kerberos Service Ticket Operations 14337 0x3801
Filtering Platform Packet Drop 12809 0x3209 Other Account Logon Events 14338 0x3802
Filtering Platform Connection 12810 0x320A Kerberos Authentication Service 14339 _0x3803

e Windows Security Monitoring: Scenarios and Patterns Andrei Miroshnikov



Opcode v Keywords

" <Opcode></0Opcode> coaepuUT AeCATUYHbIN KoL, KOTOPbIM
MAeHTUPUUMpPYET onepaumto B pamMKax 3a1a4m NN COOAEPHKUT
onpeaeneHHbIn robanbHbIN Ko, 3a4a4M PaclUMPEHHOM
perncTpaunm cobbiTUn He coaepaT Koaa.

" <Keywords></Keywords> anemeHT coaep»KuUT AONONHUTENbHbIE
KNtoYeBble caoBa Ana cobbiTnn. CobbiTna 6e30nacHOCTU coaeprKat
cneaytouine 3Ha4YeHus:

= 0x8010000000000000: Audit Failure
= 0x8020000000000000: Audit Success

uc-echelon.ru




» <EventRecordID></EventRecordID> coaepKMUT YHUKaNbHbIN
MOeHTUOUKATOP BHYTPMU KypHana. Hymepauunsa HaumHaeTtca ¢ 1 nocne
YCTAaHOBKWU CUCTEMbI U YBENNYMBAETCA Ha 1 ANA KaXKaoro HOBOro
cobbiTnAa. O4YMCTKA *KypHana He OOHYNAET CYETUMK.

= <Correlation /> npeanocrasnaet MHPOPMaLMIO, €C/IN €CTb CBSA3AHHbIE
cobbITUA.

= <Execution /> coaep»uT cnegyolime asa napameTtpa: ProcessID:
naeHTUMdUKaTop npouecca, coobmsLuero o cobbiTumn. CobbiTUA
6e30nacHOCTM pPerncTpmupyroTca npoueccamm lsass.exe nam
ntoskrnl.exe (ngeHTMPMKaTop npouecca byaet pasHbim 4), ThreadID:
MOEHTUPUKATOP NOTOKA.
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GChannel, Computer u Security

» <Channel></Channel> cogepuT nms xypHana. OCHOBHbIe }KypPHa/ibl:

System, Application, Setup, and Security. Bce cobbiTna 6e3onacHocTu
AOXKHbI OTNPABNATLCA B XKYypPHan Security.

» <Computer></Computer> cogepxunt umsa komnototepa (FQDN mnnu
NetBIOS nma).

= <Security /> 06bl4HO He ncnonb3yeTca B cobbITUA 6e30MNacHOCTU, HO
MOXET NCMOJIb30BATbCA B MPOUYUX COOLITUAX ANA NpeaoCcTaB/eHUS
NOMNOIHNTENbHOW MHPOPMALMKN, CBA3AHHOM C 6€30MNaCHOCTbIO
(Hanpumep, naeHTUUKATOP NONb30BATENS).
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WEF & WEC

WEF — BCTPOEHHbIN MeXaHN3M

OTNPaBKM COODLLEHNN }KYPHANOB
Windows Ha BblaeneHHbIN cepBep
Windows Event Collector (WEC).

Event Collector

Event Forwarders

uc-echelon.ru




WMI-areHT KOMRAD Enterprise SIEM (1)

WMI areHT - npunoxxenme Microsoft Windows, no3sonset cobmpaTtb AaHHble U3:

= KypHanos Windows
" lOKaNbHbIX painos EVTX/Sysmon

= yananéHHoro Windows Event Collector

" yCTaHaB/AMBAETCA C NPaBaMM agMUHUCTPATOPA KaK cay»kba Windows ¢ npaBamu
CUCTEMHOrO N0/1b30BaTeNs;

" NOoAK/KYaAEeTCA K Y31y ynpasseHna areHtamu SIEM KOMPAL;
" OTnpassseT cBon ctaTyc B SIEM, nonyyaet obHoBAeHUA KOHbUTypaumm n3 SIEM;

" NO3BOIAET BblOpaTh gnﬂ cbopa cobbiTni xypHanbl Windows, HacTpouTb
dnnbTpbl N0 Koay cobbitna Windows, npoBanaepy *KypHana;

" COXpaHAET OTMETKM 0 No3nLMM cbopa C KaxKa0ro *KypHasa B 1OKa/IbHOM
buHapHOM panne XxpaHUANLLA COCTOAHMA areHTa;
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WMI-areHT KOMRAD Enterprise SIEM (2]

" NpUMEHAET CepUI0 aBTOMaTUYECKMX NpPaBua HopmManusauumn cobbitna Windows, npusoamt
N3BNEYEHHbIE cObbITUA K cxeme Hopmanulaumum Elastic Common Schema nmbo K
NO/Ib30BaTe/IbCKON CXeme Nnoner 3akasumka;

" N03BONIAET MPUMEHATbL AOMNOHUTE/IbHbIE HOPMA/IM3aLIMM K MONAM - U3BIeYEHME 3HAYEHUI C
MOMOLLLbIO PErYAAPHbIX BblparKeHUN, Katoueit n maccneos 13 JSON CTPYKTYpP, CTPYKTYPbI U3 TEKCTA
c nomolpbto Glob naTtTepHOB, NnepenmeHoBaHMe Nonei N nepekogmpoBaHmne (MannuHr) sSHaYeHu
nonewu;

" OTNPaBAAET HOPMA/IN30BaHHbIE CODLITUA CXHATbIMU NaKETaMM Yepes3 UHTErPALMOHHYIO LINHY
KOMPA/L B ueHTpanbHbi moay/ib 0b6paboTku SIEM;

® B C/1y4dae pa3pbiBa CETEBOIO COEANHEHNA HaKaNnnUBaeT C06paHHbIe N HOPMAJIN30BaHHbIE
cobbITMA B NOKaIbHOM cbamne, nocne BOCCTaHOB/1EHNA cCoeaUHEHUNA AOCbINNIAET NaKeTbl,

= ocyuwecTsnsaeT 6a30Bbi MOHUTOPUHT Y314 - MPOUEHT AOCTYNMHOM NaMATHU, ANCKA, MPOLECCopPa;

= danabl KOHPUTYPALMUM N XPAHUNNLLE COCTOSHUMN NOMELLLAET B OTAE/NbHYIO NANKY, AO0CTYMHYIO
TONbKO NONb30BaTENAM C NPaBaMn aAMUHUCTPATOPA;

= (OonuUMOHaNbHO) WKPPYET KOHOUTYPALIMIO U BHYTPEHHEEe cocTosiHMe ¢ nomoLbio Windows Data
Protection API;
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inoctaa ycraHosKka WiMi-arenta KOMRAD

1. 3arpy3utb Ha mawunHy apxme ¢ WMI-areHTOM U pacnakoBaTb ero.

2. BHecTn B KOHPUrypaumoHHbIM wmi-agent.yaml ¢ann IP-agpec y3na, Ha
KOTOPOM pa3BepHyTa UHTerpaumoHHaa wurHa KOMPAL:

bus: servers: - nats://10.0.3.124:3490
3. YcraHoButb WMI-areHT: wmi-agent.exe --service install -c wmi-agent.yaml

4. B nHTepdence KOMRAD nepesarpy3utb NOABUBLUMMNCA areHT U YBUAETb CTaTyC
«B paboTe»
5. BbibpaTb MHTEPECYIOWME KYPHANbI.

AAMAHWUCTPUPOBAHWE

AreHT xypHana codsituil Windows (W)
1D HazeaHwe IP Xoct Awnck CPU MamaTte Cratyc Beikn./Brn. MNepezarpysnTe

7 10.0.3.112@kamenskij 10.0.3.112 kamens kij 75% 22% 74% * OcraHoBneH
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Coop cobbITVK 0 HEYCNELLHOM BXoae B cUCTEMY

1. MoKem Ansa YNCTOTbl SKCMEPUMEHTA BbIKNOYNTb PEFNCTPALMUIO CODbITUIM

auditpol /set /category:* /success:disable /failure:disable

2. BKtoyaem peructpaumio cobbiTui, CBA3aHHbIX CO BXOA0M B CUCTEMY:

auditpol /set /subcategory:"Bxopg B cucremy" /success:enable /failure:enable

BbIBECTM CMNCOK KaTeropmii U noaKaTeropuii CobbITUIN MOXHO C MOMOLLbIO CneaytoLei KoMaHabl:
auditpol /list /subcategory:*
HacTpoMKM TeKyLWEen NOANTUKN MOKHO NOCMOTPETH C MOMOLLbIO C/1eAyIoLWEen KOMaHAbI:

auditpol /get /category:*

https://docs.microsoft.com/ru-ru/windows-server/administration/windows-commands/auditpol-set
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https://docs.microsoft.com/ru-ru/windows-server/administration/windows-commands/auditpol-set

HeycneluHasa nonbITKA BXOAA B CUCTEMY
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Moas3oBarens

P00 ket au R TIPS TRMPOF AT (W s

=]

WH$opmauumsa o cobbiTun

‘ CO34aTE MHUMAEHT

CobeiTne KOHTEKCT COBEITUA

O6wwe nona

Koy cobbITis

s ey

Bpems co3gaHus

CTime

Bpemsa nofy4eHins

GenerationTime

Bpems 3anucy
WTime

TWN MCTOYHKKS
CollectorType
MOXOAHEIA TeKCT

D MCTO4HMKS

ollectoriD
ID MHCTaNAALMI
SetuplD

1675338821-00008c1b-000000da

02.02.2023, 14:53:39

02.02.2023, 14:53:41

02.02.2023, 14:53:41

wmi

<Event=<System=<Provider Name="Microscft-Windows-Security-

Auditing” Guid="{54849625-5478-4934-A5BA-3E3B0328C30D)"

EventSourceName=""></Provider==EventlD

Qualifiers="0"=4625</Event| D==Version=0=/Version==Level=0=/Level>

=<Task=12544=/Task==0pcode=0=/0Opcode==Keywords=522787...
(Mokasatb

7

komrad-local

https://docs.microsoft.com/ru-ru/windows/security/threat-
protection/auditing/event-4625




Co0bITHA 0 HEYCNEeLIHON NoNbITKE BXOAA

KoHCTpyKTOR $UnETRa Kog

ane Onepaunn 3H

[+1]
.
T
I
o

ECS.Event.Code PaeHo 4525

Bugxetsl AKTHEBI CobbiTua - MHUMAEHTEI AIMWHWCTPUPOBaHWE

1 " ETECS.Windows.HeycnelwHas NoneLITKa BX043 B CUCTEMY 02.02.2023,12:56 — 02.02,2023, 1456
ID mcTouHuka (CollectoriD) Bpems nonyueHws (GenerationTime) WcxoaHbli TeKcT (Raw) Twn nctounuka (CollectorType)
10.0.3.112@kamenskij 7 02.02.2023, 14:54:32 <Event><System><Provider Name="Microsoft-Windows-Security-Auditing”... ~ wmi
10.0.3.112@kamenskij 7 02.02.2023, 14:53:41 <Event><System><Provider Name="Microsoft-Windows-Security-Auditing”... = wmi
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PYKOBOZCTBO N0 HACTNOUKE
ypHanuposanva Windows

=" Microsoft

https://docs.microsoft.com/en-us/windows-
server/identity/ad-ds/plan/security-best-
practices/audit-policy-recommendations
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MyuHuMmym Anda mouuTopunra Windows

" CobbITHA, cBA3aHHbIe ¢ paboTon npunoxenunin (Application)
" CobbITUA, cBA3aHHble ¢ paboton Windows (System)

" YnpaBneHune y4eTHbIMM 3anucamm n astopm3saumsa (Security)
" OWwmnbKuK, ceasaHHble ¢ LI apansepos

" OWNbBKK, cBA3AHHbIE C TPYNMNOBbIMU MNOAUTUKAMMU

= CobbiTna 3awmTtHmKa Windows (Microsoft-Windows-Windows
Defender/Operational)

" [loaKkntoyeHme K becnposoaHbim cetam (Microsoft-Windows-
NetworkProfile/Operational)

" MaHUNynaumm ¢ oTyyKaAaembiMmn Hocutenamm nHbopmaumm (Microsoft-
Windows-DriverFrameworks-UserMode/Operational)

" [NeyaTb AoKymeHTa (Microsoft-Windows-PrintService/Operational)
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CoObITHA, CBA3aHHbIE ¢ paboTou NPUNOKEHUN

BnoknpoBKa no 6enomy Cnucky:

ID Level Event Log Event Source
AppLocker Block 8003 Error Microsoft-Windows- Microsoft-Windows-AppLocker
8004 Warning Applocker/EXE and DLL
AppLocker Warning | 8006 Error Microsoft-Windows- Microsoft-Windows-AppLocker
8007 Warning AppLocker/MSI and Script
SRP Block 865, 866, | Warning Application MicrosoﬁiWindows—
867, 868, SoftwareRestrictionPolices
882
Cboun NpuUNoKeHNI:
ID Level Event Log Event Source
App Error 1000 Error Application Application Error
App Hang 1002 Error Application Application Hang
BSOD 1001 Error System Microsoft-Windows-WER-
SystemErrorReporting
WER 1001 Informational Application Windows Error Reporting
EMET 1 Warning Application EMET
2 Error Application

CuctemHble cobowu:

Event Source
Service Control Manager

Level
Error

Event Log
System

“ Fails or Crashes

Windows Service 7022, 7023, 7024, 7026, 7031, 7032, 7034




CoObITUA, cBA3aHHbIe ¢ paboTon Windows (1)

Cbowun, cBA3aHHble c OOHOB/IEHUEM:

ID Level Event Log Event Source
Windows Update 20, 24, 25, 31, Error Microsoft-Windows- Microsoft-Windows-
Failed 34, 35 WindowsUpdateClient/Operational | WindowsUpdateClient
Hotpatching Failed 1009 Informational Setup Microsoft-Windows-
Servicing

N3meHeHne KoHPUrypaumm MmexKCceTeBoro akpaHa:

ID Level Event Log Event Source
Firewall Rule Add 2004 Informational Microsoft-Windows- Microsoft-Windows-Windows Firewall
Windows Firewall With With Advanced Security
Advanced
Security/Firewall
Firewall Rule Change 2005 Informational Microsoft-Windows- Microsoft-Windows-Windows Firewall
Windows Firewall With With Advanced Security
Advanced
Security/Firewall
Firewall Rules Deleted | 2006, Informational Microsoft-Windows- Microsoft-Windows-Windows Firewall
2033 Windows Firewall With With Advanced Security
Advanced
Security/Firewall
Firewall Failed to load | 2009 Error Microsoft-Windows- Microsoft-Windows-Windows Firewall
Group Policy Windows Firewall With With Advanced Security
Advanced
| Security/Firewall




CoObiTHA, cBA3aHHbIE ¢ paboTon Windows (2)

OunCTKa KYpPHaANOB:

Event Source
Microsoft-Windows-Eventlog
Microsoft-Windows-Eventlog

ID Level

Event Log was Cleared 104 Informational
Audit Log was Cleared 1102 Informational

Event Log
System
Security

MaHunnynaumm ¢ NPUIOKEHUAMMU:

ID Level Event Log Event Source
New Kernel Filter Driver 6 Informational | System Microsoft-Windows-
FilterManager
New Windows Service 7045 Informational | System Service Control Manager
New MSI File Installed 1022, Informational | Application Msiinstaller
1033
New Application 903, Informational | Microsoft-Windows-Application- | Microsoft-Windows
Installation 904" Experience/Program- Application-Experience
Inv('nt(_)ly{"”
Updated Application 905, Informational | Microsoft-Windows-Application Microsoft-Windows
906" Experience/Program-inventory Application-Experience
Removed Application 907, Informational | Microsoft-Windows-Application- | Microsoft-Windows-
908" Experience/Program-Inventory Application-Experience
Summary of Software 800 Informational | Microsoft-Windows-Application- | Microsoft-Windows-
Activities Experience/Program-Inventory Application-Experience
Update Packages Installed 2 Informational | Setup Microsoft-Windows-Servicing
Windows Update Installed 19 Informational | System Microsoft-Windows-
WindowsUpdateClient
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ynpasnenune yUueTHbLIMU 3anUcaMmu n
dBTONU3alnA

ID Level Event Log Event Source
Account Lockouts 4740 Informational Security Microsoft-Windows-Security-Auditing
User Added to 4728, 4732, | Informational Security Microsoft-Windows-Security-Auditing
Privileged Group 4756
Security-Enabled group | 4735 Informational Security Microsoft-Windows-Security-Auditing
Modification
Successful User 4624 Informational Security Microsoft-Windows-Security-Auditing
Account Login
Failed User Account 4625 Informational Security Microsoft-Windows-Security-Auditing
Login
Account Login with 4648 Informational Security Microsoft-Windows-Security-Auditing
Explicit Credentials
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O1IMOGKY, cBa3anHbie ¢ LN ApavBenoB

Loading

ID Level Event Log Event Source
Detected an invalid 5038 Informational Security Microsoft-Windows-Security-
image hash of a file Auditing
Detected an invalid 6281 Informational Security Microsoft-Windows-Security-
page hash of an Auditing
image file
Code Integrity Check 3001, 3002, Warning, Error Microsoft-Windows- Microsoft-Windows-
3003, 3004, Codelntegrity/Operational Codelntegrity
3010, 3023
Failed Kernel Driver 219 Warning System Microsoft-Windows-Kernel-

PnP
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OWKMOKY, CBA3AHHDbIE C IPYNNOBLIMN

NONNTURAMMW

ID Level Event Log Event Source
Internal Error 1125 Error System Microsoft-Windows-GroupPolicy
Generic Internal Error 1127 Error System Microsoft-Windows-GroupPolicy
Group Policy Application Failed due to Connectivity 1129 Error System Microsoft-Windows-GroupPolicy

uc-echelon.ru




CoObITHA 3aIuMTHUEA Windows

uc-echelon.ru

Scan Failed 1005 Error Microsoft-Windows- Microsoft-Windows-Windows
Windows Defender
Defender/Operational

Detected Malware 1006 Warning Microsoft-Windows- Microsoft-Windows-Windows
Windows Defender
Defender/Operational

Action on Malware Failed 1008 Error Microsoft-Windows- Microsoft-Windows-Windows
Windows Defender
Defender/Operational

Failed to remove item from 1010 Error Microsoft-Windows- Microsoft-Windows-Windows

quarantine Windows Defender
Defender/Operational

Failed to update signatures 2001 Error Microsoft-Windows- Microsoft-Windows-Windows
Windows Defender
Defender/Operational

Failed to update engine 2003 Error Microsoft-Windows- Microsoft-Windows-Windows
Windows Defender
Defender/Operational

Reverting to last known good set 2004 Warning Microsoft-Windows- Microsoft-Windows-Windows

of signatures Windows Defender
Defender/Operational

Real-Time Protection failed 3002 Error Microsoft-Windows- Microsoft-Windows-Windows
Windows Defender
Defender/Operational

Unexpected Error 5008 Error Microsoft-Windows- Microsoft-Windows-Windows

Windows
Defender/Operational

Defender




floAKniouenne K becnpoBoAHbLIM CETAM
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ID Level Event Log Event Source
Network Connection | 10000,10001 Informational Microsoft-Windows- Microsoft-Windows-
and Disconnection NetworkProfile/Operational NetworkProfile
Status (Wired and
Wireless)
Starting a Wireless 8000, 8011 Informational Microsoft-Windows-WLAN- Microsoft-Windows-WLAN-
connection AutoConfig/Operational AutoConfig
Successfully 8001 Informational Microsoft-Windows-WLAN- Microsoft-Windows-WLAN-
connected to AutoConfig/Operational AutoConfig
Wireless connection
Disconnect from 8003 Informational Microsoft-Windows-WLAN- Microsoft-Windows-WLAN-

Wireless connection AutoConfig/Operational AutoConfig
Wireless Association 11000, 11001, | Informational Microsoft-Windows-WLAN- Microsoft-Windows-WLAN-
Status 11002 Error AutoConfig/Operational AutoConfig
Wireless Security 11004, 11005, | Informational Microsoft-Windows-WLAN- Microsoft-Windows-WLAN-
Started, Stopped, 11010, 11006 | Error AutoConfig/Operational AutoConfig

Successful, or Failed

Wireless Connection

8002

Error

Microsoft-Windows-WLAN-

Microsoft-Windows-WLAN-

Failed AutoConfig/Operational AutoConfig
Wireless 12011, 12012 | Informational Microsoft-Windows-WLAN- Microsoft-Windows-WLAN-
Authentication 12013 Error AutoConfig/Operational AutoConfig

Started and Failed




MaHMnynauum ¢ oTuy:XAaeMbiMn

HOCUTENAMU UH(hopMaLLUN

Event Source

Event Log

New Device 43" Informational Microsoft-Windows-USB- Microsoft-Windows-USB-
Information USBHUB3-AnaIytic[55][56] USBHUB3

New Mass Storage 400" Informational Microsoft-Windows-Kernel- Microsoft-Windows-Kernel-
Installation PnP/Device Configuration PnP

New Mass Storage 410" Informational Microsoft-Windows-Kernel- Microsoft-Windows-Kernel-
Installation PnP/Device Configuration PnP
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fleyatb AOKYMEHTA

Printing Document

307

Informational

Event Log
Microsoft-Windows-

PrintService/Operational

Event Source
Microsoft-Windows-PrintService
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®aiin  Jeiicteme  Bug  Cnpaska

== | 7= B =

ModernDeployment-Diagnostics-Provider
Mprddm

MSPaint

Mul

MNeasve

MedAutoSetup

NCSI

NDIS

MdislmPlatform
MNetworkProfile
MNetworkProvider
MNetworkProvisioning

NlaSve

MNtfs

NTLM

OcpUpdatefgent

OfflineFiles

OneBackup

OneX

OOBE-Machine-DUI
OtpCredentialProvider
PackageStateRoaming
ParentalControls

Partition

PerceptionRuntime
PerceptionSensorDataService
PersistentMemary-Nvdimm
PersistentMemaory-PmemDisk
PersistentMemaory-ScmBus
Policy-based QoS

PowerShell
PowerShell-DesiredStateConfiguration-FileDown
PrimaryMetworklcon

ntBRM

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
=

PatoTaer

wvacy-Auditing
| Program-Compatibility-Assistant
=

=1 e e

~

Paboraer

YposeHs

Jata u epema WeTounnk

Ko

Ceoiictea sypHana - PaBoTaer (Tun: PaBoraet)
EOGU-W'EE Mognmnckn

Monxoe vumg: Microsoft-Windows-PrintService/Operational

ObLye MoapobHocTk

MyTe syprana: FSystemRoot %\ Systemn32\Winevt\Logs\Microsoft-Windows-PrintService%4Operati
Pazmep xypHana: 0 Baiir (0 Gaiit)
CozaaH:
— Mzmener:
Orepeim:
3
[] Benrounte eegenme xypHana

Makc, pazmep syprana (KB): 1028 2

Mp1 JOCTIKEHUN MAKCUMANEHOTO pasMepa:
Mepenuceisate coBLITUA NP HEOBXOANMOCTH (CHaYANa cTapble cobeITus)
ApXMENPOEATE XKy PHAN NPK 3aNCAHEHNK, HE NEPEIANMCHIEATs CoBbITNA

He nepenuceigate cobeimna (o4NCTHTE Xy pHAN BPYUHYHD)

QuncTuTs XypHan

e
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Windows Security Log Events

S B

» Event IDs All Sources Windows Audit Categories:

= All Event IDs [ All categories v
+ Audit Policy SharePoint Audit (LOGbinder for SharePoint) | Subcategories:

SQL Server Audit (LOGbinder for SQL Server)
Exchange Audit (LOGbinder for Exchange)
Sysmon (MS Sysinternals Sysmon) Windows Versions:

GO To Event ID:

All events

Windows 1100 The event logging service has shut down

@
® N
security Log Win2000, XP and Win2003 only
Quick Reference
Chart ® Win2008, Win2012R2, Win2016 and Win10+, Win2019
B~ = =
s i l = Category: All
y —= Windows 1101 Audit events have been dropped by the transport.
o et — 1 Windows 1102 The audit log was cleared
=- == windows 1104 The security Log is now full
m%wﬁﬁaﬁﬁ Windows 1105 Event log automatic backup

Windows 1108 The event logging service encountered an error
. Windows 4808 Windows is starting up
Tweet . ) ) )
Cenarlos an a ern S Windows 4609 Windows is shutting down
Windows 4610 An authentication package has been loaded by the Local Security Authority
Windows 4611 A trusted logon process has been registered with the Local Security Authority

Internal resources allocated for the queuing of audit messages have been exhausted, leading to the loss of some

W' LEY Windows 4612 audits.

https://www.ultimatewindowssecurity.com/
securitylog/encyclopedia
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