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MoHuTOPUHI cobbIiTK Ub B cpeae Linux:

coOLITUA, (hMNbTNbI U AUNEKTUBDI
Roppenauvuv And BbidBNCHUA
VMHUWACHTOB

KameHckmuun CtaHucnas, Cneumanmnct rpynnol BHeapeHua C3U -




1. lNpoBepKa AOCTYNHOCTU NO CeTUn: ping

2. [MpoBepKa paboTbl Bcex cepBucos: systemctl list-units --type=service
3. [NpocmoTp KypHana cepBuca: journalctl -u service-name.service
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CTanaantHoe RypHanvupoBaHve B Linux

= Qarbl XYPHaN0B COXpaHATCA B AnpekTopuio /var/log

user@user-VirtualBox: /var/log

:~$ cd /var/log

- S is
alternatives. log syslog
alternatives.log.1 dmesg gpu-manager. log syslog.1

dmesg.® ubuntu-advantage. log
auth.log
boot.log vboxadd-install. log
boot.log.1 kern.log vboxadd-setup.log
bootstrap.log dpkg. log lastlog wtmp
btmp dpkg.log.1
btmp.1 faillog

fontconfig.log

: S
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BaikHbie CUCTEMHbIE :RYDHAND]

= B /var/log/syslog n /var/log/messages 3anncbiBatoTca cCUCTEMHbIE CODbITUA.

Debian-based cuctembl kKak Ubuntu coxpaHsatoT aaHHble B /var/log/syslog, B
TO Bpemsa Kak Red Hat-based cuctembl kak RHEL or CentOS ncnonb3aytoTt
/var/log/messages.

= B /var/log/auth.log u /var/log/secure 3anucbiBatoTca cObbITUA, CBA3AHHbIE
c 6be30nacHOCTbIO (BXOA B CUCTEMY, AENCTBUA root, BbIBOA M3 MOAY/IEN

PAM u ap.). Ubuntu n Debian ncnonb3aytot /var/log/auth.log, B To Bpemsa Kak
Red

Hat and CentOS ucnonb3ytot /var/log/secure.

= B /var/log/kern.log 3anucbiBatoTca cobbITUA AApPa, OLWNOKK U
npeaynpexxaeHus.

= B /var/log/cron coxpaHsatoTcsa cobbITUA O 3an/IaHMPOBAHHbIX 3a4a4ax.
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Coaep:xkumoe auth.log

user@user-VirtualBox: /var/log

-shell], object path /org/freedesktop/PolicyKitl/AuthenticationAgent, locale ru_RU.UTF-8)
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-VirtualBox
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-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox

gdm-password]: pam_unix(gdm-password:auth): Couldn't open /etc/securetty: Her Takoro ¢aiWna wam kavanora
gdm-password]: pam_unix(gdm-password:auth): Couldn't open /etc/securetty: Her Takoro ¢ainna wam kKatanora
gdm-password]: gkr-pam: unable to locate daemon control file

gdm-password]: gkr-pam: stashed password to try later in open session

gdm-password]: pam_unix(gdm-password:session): session opened for user user by (uid=0)

systemd-logind[609]: New session 2 of user user.

systemd: pam_unix(systemd-user:session): session opened for user user by (uid=0)

gdm-password]: gkr-pam: gnome-keyring-daemon started properly and unlocked keyring
gnome-keyring-daemon[1290]: The Secret Service was already initialized

gnome-keyring-daemon[1290]: The PKCS#11 component was already initialized

dbus-daemon[576]: [system] Failed to activate service 'org.bluez': timed out (service_start_timeout=25000ms)
polkitd(authority=1local): Registered Authentication Agent for unix-session:2 (system bus name :1.81 [/usr/bin/gno

me-shell], object path Jorg/freedesktop/PolicyKitl/AuthenticationAgent, locale ru_RU.UTF-8)

Jul 18 13:06:10 user-VirtualBox gdm-launch-environment]: pam_unix(gdm-launch-environment:session): session closed for user gdm

Jul 18 13:06:10 user-VirtualBox systemd-logind[609]: Session c1 logged out. Waiting for processes to exit.

Jul 18 13:06:11 user-VirtualBox polkitd(authority=local): Unregistered Authentication Agent for unix-session:cl (system bus name :1.43, object pa
th /org/freedesktop/PolicyKiti/AuthenticationAgent, locale ru_RU.UTF-8) (disconnected from bus)
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RY authorization for action org.
--no-focus-on-map] (owned
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user
user
user
user
user
user
user
user
user
user

-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox
-VirtualBox

system-locked]
11:25 user-VirtualBox

Jul 18 13:17:01 user-VirtualBox

Jul 18 13:17:01 user-VirtualBoxI
: )
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sudo: pam_unix(sudo:auth): Couldn't open /fetc/securetty: Her Takoro ¢ainna mnm karvanora

sudo: pam_unix(sudo:auth): Couldn't open /etc/securetty: Her Takoro ¢awna wam katanora

sudo: user : TTY=pts/0 ; PWD=/home/user ; USER=root ; COMMAND=/usr/bin/apt upgrade

sudo: pam_unix(sudo:session): session opened for user root by (uid=0)

sudo: pam_unix(sudo:session): session closed for user root

sudo: user : TTY=pts/0 ; PWD=/home/user ; USER=root ; COMMAND=/usr/bin/apt update

sudo: pam_unix(sudo:session): session opened for user root by (uid=0)

sudo: pam_unix(sudo:session): session closed for user root

pkexec: pam_unix(polkit-1:session): session opened for user root by (uid=1000)

pkexec[3280]: user: Executing command [USER=root] [TTY=unknown] [CWD=/home/user] [COMMAND=/usr/lib/update-notifie

polkitd(authority=1local): Operator of unix-session:2 successfully authenticated as unix-user:user to gain TEMPORA
debian.apt.install-or-remove-packages for system-bus-name::1.107 [/usr/bin/python3 /usr/bin/update-manager --no-u
by unix-user:user)

CRON[12609]: pam_unix(cron:session): session opened for user root by (uid=0)

CRON[12609]: pam_unix(cron:session): session closed for user root




Uro Takoe sysiog?

Syslog 310 cTaHAapT perncTpaumm cobbITMM U UX Nepeaayu

CnoBo “syslog” B 3aBUCMMOCTU OT KOHTEKCTa MOKET 03HA4YaTb caeaytoLlee:

= Cepswuc syslog, kotopbin nonyyaet n obpabatbiBaeT syslog-coobuwenmnsa. OH
oXunaaet cobbiTua, cosgas socket /dev/log, B KOTOpbIN NULWYT
npunoxeHmna. OH MOXKET NMUcaTb COObITUA B IOKA/IbHbIN Al Uau
HanNpPaBAATb COObITUA HA YAaNEeHHbIN cepBep. ECTb HECKONBKO peanmsaumni
cepBuca, camble nonynsapHbie rsyslogd u syslog-ng.

= [TpoTokon syslog (RFC 5424), koTopbin onpeaenaeT, Kak nepeaasaTb
cobbITMA No ceTw.

» dopmaT cobbiTms syslog, BKAtOYatoOLLLEro 3aro/IoBOK U COAEPKMUMOE
cobbITUA.
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OTnpaBka coObITUM U3 KYPHANA
/uar/log/auth.log B SIEM-cucremy KOMPALL

" [lpoBepsaem, 4To rsyslog 3anyLuen:

sudo systemctl status rsyslog

1 user@user-VirtualBox: ~

rsyslog.service - System Logging Service
Loaded: loaded (/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
Active: since Sun 2021-07-18 13:27:03 MSK; 29min ago
TriggeredBy: syslog.socket
Docs: man:rsyslogd(8)
https://www.rsyslog.com/doc/
Main PID: 599 (rsyslogd)
Tasks: 4 (limit: 4652)
Memory: 2.7M
CGroup: /system.slice/rsyslog.service
L-599 /usr/sbin/rsyslogd -n -iNONE

:02 user-VirtualBox systemd[1]: Starting System Logging Service...

:03 user-VirtualBox rsyslogd[599]: imuxsock: Acquired UNIX socket '/run/systemd/journal/syslog' (fd 3) from syH
:03 user-VirtualBox rsyslogd[599]: rsyslogd's groupid changed to 110

:03 user-VirtualBox rsyslogd[599]: rsyslogd's userid changed to 164

:03 user-VirtualBox rsyslogd[599]: [origin software="rsyslogd" swVersion="8.2001.0" x-pid="599" x-info:”https:!
:03 user-VirtualBox systemd[1]: Started System Logging Service.

lines 1-18/18 (END)
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HacTpouKa rsysiog

" Bce HacTpounKu rsyslog HaxoaaTcs B pamne /etc/rsyslog.conf n apyrmx

KOHbUrypaunoHHbIX darnax us /etc/rsyslog.d/ (moxHO nocmoTpeTb
Hannyme GanaoB C NOMOLLbIO KOMaHAbI:

s /etc/rsys*

= OCHOBHOWM KOHOUTypaumoHHbI paiin - /etc/rsyslog.conf, B Hem

noaKatoveHbl Bce darnbl U3 nanku /etc/rsyslog.d/ c nomoubto
anpektusbl IncludeConfig B camom Havane panna:

IncludeConfig /etc/rsyslog.d/*.conf
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HCTOUHMEM coOLITUM LinuX

auth;
authpriv;

cron;

daemon;

kern;

Ipr;

mail;

mark;

news;

security (3xkBMBasneHTHoO auth);
syslog;

user;

uucp;

local0... local7;
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HacTnouKa oTNNaBKM Bcex cobbiTuu no TCP

** action(type="omfwd" target="192.168.88.250" port=

"49000" protocol="tcp" action.resumeRetryCount="100"
queue.type="linkedList" queue.size="10000")

[lepe3anycK cepBuca:
sudo systemctl restart rsyslog

[TpoBepKa cTaTyca cepBmca M OTCYTCTBMA OLLMOOK NAapCUHra
KOHdUrypaumoHHoro danna:

sudo systemctl status rsyslog
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Pe3ynbTat: cobbiTUA B KOMPAL

UHbopMauma 0 CoBBITUN 1626603400.00000859

[ Co3gath MHUMAEHT

Cobuitve KosTosCT Ct

Sysiog
CollectorType

Cutpoit Texcr <12>Jul 18 14:56:38 user-VirtualBox gsd-color{1635): message repeated 3
Raw times: [ unable to get EDID for xrandr-Virtuall: unabie to get EDID for output]

1D ncrovHKka
syslog 1

CollectarlD
1D vHCTanAsWAn

Setuplil

komrad-proguction

MeCTo BOZHWKHOBEHNA

Vroducer

He onpepenen

IP poppapaepa

FawgliP

192.168,88.11

1D nnarmMos

PluginiD

Bpems coagaqws

CTime

18.07.2021, 14:56:38

ID knacrepa
Tanantihy
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OTnpaBka TonbKo auth cobbiTMU NO TCP

auth,authpriv.* action( type="omfwd"
target="192.168.88.250" port="49000" protocol="tcp"
action.resumeRetryCount="100"
queue.type="linkedList" queue.size="10000")

[Mepe3anycK cepsuca:
sudo systemctl restart rsyslog

[TpoBepKa cTaTyca cepBmca U OTCYTCTBMA OLLIMOOK NapCUHra
KOHPUrypaumoHHoro ¢anna:

sudo systemctl status rsyslog
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KameHckun CTaHuUcnaB
s.kamenskij@npo-echelon.ru
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